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Abstract— In this paper we present a comparative study of two nonreservation of resources in the event of a failure. From
SChe’EIES o Pr‘é"de survivability for guaraEtEEthOS connections n a the literature it is clear that no one approach is cost effective
possible Next Generation Internet network architecture. In the first - . . - )
scheme a QoS connection is provided standby backup resources on a dis- or optlma] for all net\(vorl_<s and a mu!t' laye_r survivability ap
joint path by reserving resources on both the working and backup path. ~proach with a combination of techniques is suggested. Such
In order to reduce the amount of backup resources required a method  survivability issues have received little attention in the context

for sharing backup resources when the working connections have dis- ¢ NG| grchitectures as the focus thus far has been to develop
joint routes has been included. In the second scheme a dynamic search

for restoration resources is conducted over a preplanned set of altemate @ QOS based architecture.
paths upon notification of a failure. A simulation based performance In this paper we investigate two schemes for survivability
study shows that the first scheme results in much higher connection applicable at both the traffic or logical layers in any packet
blocking under normal operations, slightly faster restoration times, and . .. .
longer transient congestion times after fault recovery due to non-optimal SW'tChe_d network that supports explicit pat.h e_Stab“Shment-
backup routing. In the first scheme a guaranteed QoS service is provided re-
served standby backup resources on a path which is disjoint
l. INTRODUCTION with the working path.. In order to reduce thg amount of
_ _ _ backup resources required, the method for sharing backup re-
The Next Generation Internet (NGI) will provide Qo0S-sources proposed in [4] is adopted. In the second approach a
based services in addition to traditional best effort service. ﬂynamic search for restoration resources is conducted over a
certain set of users (e.g., military) can be expected to demapgkplanned set of alternate paths upon notification of a failure.
a cost effective level of fault tolerance for QoS-based servicea.comparative simulation based study of the performance of
Hence there is a need for techniques to ensure the survivalife two survivability schemes is presented. The study con-
ity of certain services in NGI architectures. Note that someidered both steady state and transient network behavior and
QoS services will likely follow fixed routes (e.g., Guarantee@hows that the first scheme results in much higher connection
Service class in IntServ model [17]) and thereby be subject #locking under normal operations, slightly faster restoration
single point failures (e.g., link failure) as in circuit SWitChEdtimeS and |onger transient Congestion times.
networks. _ o o _ In the next section, we discuss NGI architectures and the
The subject of providing survivability in the face of failurestwo survivability schemes studied in detail. In Section I,
has been extensively studied for circuit switched networkge present the results of our simulation based performance

and recently for ATM networks [3], [9], [18]. This includes evaluation. Lastly in Section IV we summarize our findings.
work on network design and capacity allocation, as well as

work on traffic restoration/network management algorithms Il. SURVIVABILITY SCHEMES FORNGI

for fault recovery. A variety of survivability techniques have Curently two different QoS-based services frameworks are
been proposed for circuit switched and ATM networks at the . )
prop _Eemg considered for the NGI namely: (1) the Integrated Ser-

hysical layer, logical layer and the traffic layer. At the phys-". . 4 . .
ipca>|l|ayer n)1/ost ofgthe woyrk focuses on SON)I;T fings orpauyto\-”ce (IntServ) model and (2) the Differentiated Service (Diff-

matic protection switching both of which involve provision-serv.) model. IT the_fl_n;[js_e rtv Thodel,tper c.orglectlorl stébas.ed
ing idle spare capacity. At the logical and traffic layer sever ervices are classiied Into three types. Luaranieed Service,

approaches for provisioning spare network capacity in mes ontrolled-Load serV|ce "’?”‘?' Best-effort SerV'Ce [17]. The
type topologies have been proposed along with traffic restor uaranteed Service class is intended to provide a guarantee of
tion techniques. It is well known that a mesh type topolog angiw@th, a e'nd—to—e'nd delay bognd anq no packgt loss, to
together with traffic restoration techniques is more capaci plications with a strmge_nt rgal-.nme delivery requirement.
efficient than physical layer approaches. The traffic restor The Cont][olledll—Lotiad sethi:e IS ;m{nedt o be used fort tr}cise
tion techniques typically differ in specification of the location®'SS€S Of appiications that can tolerate some amount ot 10ss

of rerouting, the rerouting algorithm and the reservation o’ dglay, €. _adaptlve real-time appllcatlons..ControIIed load
service provides a loose guarantee of service on delay and

supported in part by NSF grant NCR 9506652 and DARPA under agre®@Cket 10ss. Best-effort Service corresponds to current Inter-
ment No. F30602-97-1-0257 net service in that no guarantees are made.



The Differentiated Service approach provides QoS serviarably due to the reservation of standby resources. Also the
to aggregrates of traffic instead of individual flows [11]. Allconnection setup time is increased as a connection/flow can-
packets entering the network are sorted into a different Qa®t begin transmitting data until both the primary and backup
service class and treated/forwarded differently. Three Qa®ute resources have been reserved.
service classes are proposed: Premium Service, Assured Serffhe second approach is to setup a working connection and
vice and Best-effort service. Premium Service will provideattempt traffic restoration only after a failure occurs. Specifi-

a guaranteed peak bandwidth service with a end-to-end deleglly, the source node of the failed connection conducts a dy-
bound. Assured Service offers an expected level of bandwidttamic search for the selection of a fault recovery route from a
with a statistical delay bound. Lastly, Best-effort service corset of predefined possible routes. The required QoS resources
responds to current Internet service. are then requested along one backup route just as if a new

Both frameworks are being considered in the Multiprotocdfonnection were being setup. Note that in this case one is
Label Switching (MPLS) architecture [8] where the explicit”Ot guaranteed recovery from a failure as the necessary re-
routing of Label Switched Paths is supported. In the baci@ources may not be available. However the load supported
bone of a NGI network, one would expect a large portion ofnder normal operations can be considerably higher than the
the traffic to be an aggregation of intransit traffic which carirst scheme and the connection setup time is less. One point
be of IntServ or DiffServ type carried by MPLS virtual net-0ften made against such a dynamic search approach is that
works. The backbone network is expected to be engineerttf Speed of restoration will be longer than a reserved backup
using explicit path routing where an aggregration of traffignethod. However, the outage time seen by a connection af-
flows within the same class, refered to as traffic trunk, ite" @ failure is made up of the components: fault detection

routed manually or dynamically through a specified path [10fime, alarm dissemination time, and traffic restoration time.

Here we consider a NGI network architecture where e Considerng realistic numbers (e.g.; 30-45 secs to detect link
[Here, we consider a o -nitecture w failure in current routers[6]) for the time components one sees
plicit path routing is utilized, this is consistent with both thetl'f]at the fault detection time is the largest component and the

|\/||Pr|ij[S V%rchltecﬁurihan?ntklje Il ?;Sterr\:nmo?tﬂ; ITr?trSthr?/ ‘T‘ﬁkz utage time for a dynamic search will be on the same order of
clarity we specify the mode erms of the N 0 emagnitude as that for a reserved backup approach.

along with the Resource ReserVation Protocol (RSVP) [1] for For both approaches an important underlining component is

connection set-up and tear-down signaling of QOS-ServiCeg. ., » candidate set of paths for each source-destination pair

We assume that the RSVP functionalities are extended to SURY <t be known. The candidate path set used here is the set of
port explicit path reservation as discussed in [7]. This exten; '

ion facilitates the management of 00S baths in settin thortestroutessubjecttoahopcountlimit, augmented with a
sion facilitates the management of QS paths in setting up &t of link disjoint routes. The hop count limit was imposed

path t_hat_ meets thg QoS of individu.al flows and maintai.nin% order to limit the size of the path set. Given the path set, we
or adjusting them in response to faﬂqres and changes In tI%:Eiopt IBM's NBBS (Networking BroadBand Services) source

Inetwork. NOtitha;’ thlst.RSVZPfextensSmn can be used with | ased QoS path selection algorithm [14]. The algorithm se-
ayer source-based routing [2] for QoS services. lects the minimum cost path where the cost of a path is defined

We consider two approaches to suppgutvivableQoS-  as the sum of the link cost on the path. The link cost function
based services in this architecture. In the first approach, apy) for link I is defined as

time a connection request arrives, a disjoint backup route is C

set up with reserved standby resources, along with the piix(l) = - ! (1)

mary route (working path). The backup route is used only (€1 = B})(Ci = By)

if the primary route fails. This approach was proposed iwhere(; is the link capacity,B; is the bandwidth occupied

[4] along with a method for reducing the amount of backupy existing connections ang; is the bandwidth used if the
resources reserved in the network by aggregating backup reew connection were to be added on this link. Each node in
sources requirements at a router port for connections that hate network is assumed to have knowledge about the capacity
disjoint primary routes. At each router port a sharing banchvailable on each directional link or port. This can approx-
width table is required which keeps track of the backup ramately be achieved through the periodic distribution of the
sources needed. Specifically at a port, for the set of conneequired information from every node [14].

tions whose primary routes are disjoint, one reserves standbyTo support the implementation of the two survivability
resources equivalent to those needed by the connection in thechanisms, we extended RSVP. The explicit route object is
set with the maximum resource requirement. In contrast, farsed to specify a path selection made at the source node. This
the set of connections at a port whose primary routes are matject is carried in the RSVPath message and will be deliv-
disjoint, one reserves standby resources equivalent to the sened to necessary agents (e.g., routing agent, admission con-
of the resource requirements of all connections in the set. Thel agent). In the reserved backup-path restoration method,
drawback of this approach is that while resources for recoprimary path information will be included in the signalling
ery from a single failure are ensured, the network load thamessage during backup path reservation and used to deter-
can be supported under normal operation is reduced considine if backup resources can be shared. In both survivability




technigues, when adjacent nodes detect a failure, the RSVPAfter a failure occurs there is a time delay in detecting the
ResvTear message will be sent in the upstream direction dfailure, disseminating the failure information to the affected
a failed connection to notify the traffic source to redirect itsource nodes and restoring the failed connections. During this
traffic to the reserved backup path in the first scheme or time delay packets in transit on the failed connections may be
discover a new route with the necessary resources to restwst, requiring retransmission by the traffic source. Thus creat-
the connection in the second method. Th&hTear mes- ing a backlog of dropped packets at the sources of the various
sage will be sent in the downstream direction to tear down tHailed connections. This backlog may create transient conges-
connection and notify the destination node to start receivingpn in the network after traffic restoration occurs. In order to
traffic from the alternate path. Thus, resources along paths affserve the transient congestion due to backloging a infinite

failed connections are released for further use. buffer size was used at each network node. Along with the
maximum advertized TCP window size (TCPWnd) and con-
[1l. PERFORMANCEEVALUATION gestion window size set large enough so that after a failure

backlogged packets are quickly retransmitted with little wait-

A simulation model of the two schemes has been developﬁxl'ig on a slot in the window (TCPWnd = 97 packets was used)
by extending the Network Simulator-NS (version 2) [12]. NSpyiq corresponds to greedy TCP. '

supports the simulation of TCP, IP, routing, and multicast pro- , . ) )
tocols. In order to simulate the survivability schemes new EXPeriments were conducted by running the simulation un-

modules were added to NS including a admission-contrd| @ 9iven mean network load was reached and steady-state

agent, RSVP agent, flow-routing agent, resource agent algs attained, then a link was failed and the transient fault re-
fault-tolerant agent. The admission-control agent determin&8Very period was observed. Statistics were collected for per-
if a connection requesting QoS will be accepted based on thENtage of calls rejected, network load, offered load, number

available resources. The RSVP agent will send reservatiGh Packets dropped (backlog size), call rerouting time, per-

messages to setup or tear down the flow along the path givﬁ?lm restoration call blocking, and percent demand restored.

by a flow-routing agent. The flow-routing agent at each nodgXPeriments were repeated 10 times in each case and 95 %
maintains path information (set of candidate paths to oth&Pnfidence intervals were computed. In the transient analy-
nodes) and routing information once the flow is set up. ThiSiS the ensemble average behavior at various time instances

agent also runs the path selection algorithm to find the paf}tS deétermined for the instantaneous end-to-end packet de-
that gives the minimum cost route. A resource agent at eald @nd instantaneous queue-length. The instantaneous delay
node keeps track of resource levels at all ports. The simulatiéh the average delay experienced by the packets entering the
model is constructed so that all nodes share global informatidl¢tWork computed over 500 msec periods.
of resource levels. A fault-tolerant agent at each node incor- In the results reported here (additonal results in [16]), link
porates the two different restoration recovery schemes. Féf9 was failed and the failure was detected by the adjacent
the reserved backup-path restoration method, this agent detepdes after 3 seconds. Note that in current routers, the de-
mines the amount of backup resouces shared at each link. tection time ranges from 30 to 45 seconds using the standard
The 11-node backbone network [13] shown in Figure 1 wakl€llo protocol. From [6], a three second failure detection time
studied. There are 19 bidirectional links all with the same cds possible at T1 speed or higher when Hello packets are for-
pacity of 1.544 Mbps. A long haul network is assumed wittyvarded with high priority, a 1 second Hello-update interval
a propagation delay of 100 msec at each link. The initial cans adopted and the failure is assumed after 3 losses (all are
didate path set was the eight shortest paths for each node pgledifications to normal router operation).
Since this set may not provide disjoint paths, the path set wasHere we summarize some of the simulation results, to show
augmented (if necessary) to include additional paths until @te trade off between the two different restoration schemes.
least three disjoint paths are in the set for each node pair. Table 1 shows the basic results for the two schemes. As shown
Traffic demand was generated between randomly selectedTable 1 the reserved backup path scheme results in a high
source and destination nodes. The bandwidth needed by ea&ettl blocking rate under normal operation. Notice that the
traffic flow was uniformly distributed between 1.5 to 2.5 per9 call blocking increases dramatically with increasing load.
cent of the minimum network link bandwidth. At the packetThis is due to the fact that the total reserved bandwidth (work-
level, variable-size data packets were generated using the eng + backup) on some links is near link capacity. For exam-
pirical distribution based on measurement data from the MQlle a average network load of 0.6 for the working traffic can
commercial Internet backbone [15]. Packet interarrival timegrive the mean effective load (working + reserved backup) to
were assumed exponentially distributed. The RSVP signalliras high as 96.95 % of the link bandwidth. A detailed anal-
packets were assumed to be of equal size of 64 bytes. Thisis of the simulation results shows that the reserved backup
is smaller than actually needed for the reserved backup-pathth scheme unfairly penalizes connection requests from node
restoration scheme since primary path information has to lpairs that are a far distance apart. That is once the network
included in the RSVP packet. TCP window-based flow conlead is sufficiently high to result in significant call blocking,
trol was used at the transport layer. the connection request that tend to be accepted are for node



pairs seperated by a single hop. Only a small capacity ga#it one of the links used (the link connecting node 9 to 5)

was observed by sharing the backup resources among flows,route around the failure. The instantaneous queue size at
whose primary paths are disjoint. The major benefit of the réink 9-5 using the reserved backup path scheme and the dy-
served bandwidth recovery scheme is 100 % restoration undemic rerouting scheme are compared in Figures 4 and 5 for
a single link or node failure, as verified by the simulation re9.6 load. One can see a large difference in the transient be-
sults shown in Table 1. Also, notice that the mean restoratidravior of the two schemes. Specifically, at a load of 0.6, the

time is small & 0.5 sec> the detection time) and the rangereserved backup scheme requires a buffer size of 24 Kbytes
of restoration times is small. for no packet loss, whereas the dynamic restoration scheme

In the dynamic search restoration scheme, more calls cipAuires a buffer size of less than 2 Kbytes. Notice at the 0.6
be admitted during normal operation. As shown in Table 10ad, for the reserved backup scheme the queue will build up
at 0.6 load, the mean call blocking is 0.2 % of calls and n&2pPidly and is not stable within 800 sec, requiring a large max-
call blocking was observed at lower loads. Notice that the 9gnum buffer size even though the steady state load on the link
restoration call blocking igero at mean network loads of 0.6 iS stable.
and below. Thus, while fault recovery is not guaranteed one To study the extent of network congestion, we compared
can expect that at moderate network loadst connections the number of links used in traffic restoration and the number
will be recovered Furthermore, the mean restoration time off links congested by restoration. Table Il shows the results
this scheme is onlglightly longer than the reserved backupof our simulations, notice that on average the reserved backup
path approach. However, the range of restoration times fith scheme requires the use of more links in restoring the
larger. The results shown in Table 1 are in a sense the béffic. To determine which links are congested, we follow [5]
case scenario for the dynamic restoration scheme since wed note that typical buffer size for at a router port for this net-
have assumed that the information of resource availability #tork would be 20 Kbytes, with a congestion threshold (e.g.,
every node is consistent and accurate. This is not always trigg RED) of 16 Kbytes. By examining the queue length plots
since the exchange of resource information is typically donef all links used for restoration and applying the congestion
on a periodic basis and may not be consistent, especially aftéreshold we get the results shown in Table I, which show
a failure. the dynamic restoration scheme congests fewer links than the

As shown in Table 1 for TCPWnd = 97, the mean backlo§eServed backup scheme.
size created by all failed connections for the dynamic restora- In general, it was found that the transient congestion was
tion scheme is less than the backlog for the reserved backij9re severe for the reserved backup path approach than the
path scheme. The dynamic restoration approach yieldsdynamic restoration scheme. This is consistent with the re-
smaller number of connections that needed to be restored aféé¥ved backup scheme, not utilizing spare resources as effi-
the failure. This is due to the fact that the reserved backup a@iently as the dynamic scheme. Note that for sources, that
proach results in longer routes for traffic from the same nod8Plement TCP transport protocol, adjustment to the maxi-
pairs for the working flows since each connection uses greaf@m advertised congestion window can reduce the magni-

resources. The longer the working path, the more likely it wilfude of the congestion but will lengthen its duration. Figure
be affected by a failure. 6 shows the queue length versus time of the reserved backup

r d?ath scheme when a maximum TCP window of 48 is used
d-3leng with a finite buffer of 20 Kbytes at each router port.

the two schemes. Figure 2 shows the instantaneous en g Fi 6 1o Fi 4 th i
end packet delay of the traffic between nodes 4 and 9 that [©MParing Figure © 1o Figure =, oneé can see the congestion
A the network is reduced. However, when one looks at the

affected by the failure when the mean network load is 0.6 ar ber of d d kets (both the backloa due to fail
the reserved backup path scheme is used. Notice the mean ggTRer of dropped pac ets (bo € backiog due 1o tailure

lay is in steady state until time 1950 when the failure occuré‘nd dropping due to congestion of finite buffers) as shown in

the delay then becomes very small as almost no packets reé@ﬁ bpttom of Taple .1’ one sees s the number of pagkgts
eeding retransmission increases considerably. Determining

the destination. After traffic restoration around time 1954 th : . .

connections have been switched to their backup paths a gw to set thg maximum v_vmdow size to make the. tradeoff
one can observe an increase in the delay due to a combi etween transient congestion magnitude and duration is cur-
tion of the backlog retransmission and the backup paths beiﬁ%ntly under study.
longer than the orginal path. The corresponding behavior for

the dynamic rerouting scheme is shown in Figure 3. From

Figure 2, one can clearly see that the delay for the reserved|n this paper we investigated two schemes for improving the
backup scheme increases dramatically. In contrast, the dyyrvivability of connections in a possible NGI network archi-
namic rerouting scheme better balances the network load afgtture. In the first scheme a QoS service is provided reserved
the failure with a short transient of around 25 seconds. standby backup resources on a path which is disjoint with the
The queue length versus time was also measured in the simerking path. In order to reduce the amount of backup re-
ulation at all network queues. Here we show samples resulisurces required, the backup resources are shared among con-

Figures 2-6 show the typical transient network behavio

IV. SUMMARY



Reserved Backup Path Dynamic Restoration
Backup Path
Mean Offered Load Mean 95% CL.I. Mean 95% C.I.

% Call Blocking 0.40 7.79 (5.06, 10.51) 0 (0, 0.45)

0.50 15.24 (13.24,17.25) 0 (0, 0.36)

0.60 52.86 (49.99, 55.72) 0.20 (0, 0.49)
% Restoration 0.50 0 (0, 4.63) 0 (0, 8.43)
Call Blocking 0.60 0 (0,2.63) 0 (0, 6.20)
Restoration Time (sec 0.50 3.55,(3.20, 4.41) (3.54, 3.55) 3.56, (3.40, 4.47) (3.56, 3.57)
Mean, (Min,Max) 0.60 3.50, (3.20, 4.44) (3.50, 3.50) 3.96, (3.20, 11.27)] (3.93,3.99)
Backlog Size (Kbytes) 0.50 23.46 (20.84, 26.07) 15.21 (13.39, 17.02)
TCPWnd =97 0.60 40.24 (37.23,43.24) 30.01 (21.06, 38.97)
Backlog Size (Kbytes) 0.50 231.86 (180.01, 283.62) 102.88 (66.17, 139.60)
TCPWnd =48 0.60 7008.14 (4760.60, 9255.68) 246.33 (246.33,591.69)

TABLE |

COMPARISON OF2 DIFFERENTRESTORATIONMECHANISMS

Reserved Backup Path Dynamic Restoration
Backup Path

Mean Offered Load| Mean | (Min, Max) Mean | (Min, Max)
No. of links 0.5 24.3 (17, 31) 19.1 (14, 22)
used in restoratory 0.6 26.7 (21, 31) 21.3 (14, 26)
No. of links 0.5 5 - 3 -
congested 0.6 10 - 6 -
TABLE Il

NUMBER OF LINKS USED AND CONGESTED DURING TRAFFIC RESTORATION
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